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Why have we created Rizikon 
Supplier Assurance Framework?

There is continual pressure to improve third 
party assurance & risk management from 
Regulators, Auditors, Risk & Compliance, 
and even Customers & Investors. Indeed, it is 
typically one of the top 3 Enterprise Risks 
for any large company or organisation.

With other areas of Enterprise Risk, such 
as big changes in Global Trade Policies, Cyber 
Security & Business Continuity, there is 
top-level visibility of the current risk position, 
a consensus to invest, and often established 
International Standards.  Third-party Risk, 
however, is often under resourced and is 
simply not visible at Board Level in the same 
way.

The framework consists of four key areas:

Rizikon Supplier 
Assurance Framework

The Rizikon Supplier Assurance 
Framework is a way of visualising, 
organising and measuring - 
and ultimately taking control 
of - third party risk.  It is supported 
by, but not dependant on, Rizikon 
Assurance, our SaaS platform 
for managing third party assurance 
& risk. 

Audit-ready

The framework is designed with 
an audit in mind, and specifically 
to satisfy these questions;
   How do you consistently assure 
   your suppliers?
   How do you decide in which way 
   each supplier is assured?
   How do you know that all 
   suppliers have been assured?

   How do you make sure 
   that everyone is aware of 
   the risk from the suppliers 
   that they rely on?
   What is the level of risk in 
   your supply chain?  And 
   how do you calculate that?
   How are you reducing the 
   level of supplier risk?
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Follow a consistent, documented approach to Impact-assess every Supplier

Organise them into 5 levels: Very Low (1), Low, Medium, High, Very High (5)

Measure how many suppliers have been impact assessed and the total number at each level

Record the Supplier Impact Assessments and who completed them on what date for Audit purposes

Record any manual override to an Impact Level, with date, person responsible and reason

Repeat the Supplier Impact Assessments according to a documented cycle

It is impractical and expensive to carry out an exactly identical assurance process for every supplier. Treating 
a paperclip supplier the same way you assure the company supplying your Cloud infrastructure or critical 
just-in-time components for your production line makes little sense.

1. Supplier Impact Analysis

2. Assurance & Risk Approach

High

Low

Effort
per supplier

Volume
of suppliers

The Impact Assessment should be 
relatively simple, maybe 8-15 
questions, and generates a score 
which results in a recommended 
Impact level.  This may be overridden 
by exception, but that should be 
recorded with a reason documented.

Very High

Medium

Very Low

   Follow a consistent, objective approach to Risk-assess every Supplier for each level of Impact
   Document the assessments to be completed, how often, to what level of scrutiny and any conditional 
   or optional assessments (e.g. if they access your personal data, they should complete a GDPR Data Processor 
   assessment)
   Combine all individual risk assessments into a single overall Risk score of 5 levels: Very Low (1), Low, 
   Medium, High, Very High (5)
   Calculate Supplier Criticality by multiplying Impact level X Risk level, giving a criticality score between 
   1 and 25.  Use this score to prioritise intervention and review
   Measure the average Risk score at each level and overall, and the percentage of Suppliers at each level who 
   have been risk assessed according to the defined approach
   Record the Risk Assessments, who completed them, who assessed them, any overrides, with dates, etc. 
   for Audit purposes
   Repeat the Risk Assessments according to a documented cycle

The framework recommends that an Assurance & Risk Approach is defined for each level of Supplier Impact.

3



Pull together a single view of Risk for each 
Supplier, with auditable provenance for each 
score and data element presented

Make this view available to everyone who 
needs it

Update the scorecard when new Impact 
or Risk Assessments are completed 
or sourced

If you are out-sourcing any part of your assurance process, for example to a specialist 
assessor or inspector, you should design the assurance approach in sufficient detail to allow 
responsibility to be assigned at task level.
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Assurance & Risk approach
Example 

Very High
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Very Low
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3. 360 -degree Risk Visualisation

Where the assurance is to be outsourced, design assurance processes in sufficient detail to allow 
task-level responsibility to be assigned.  Lane-diagramming is recommended

Supplier risk and impact information is sometimes siloed.  For example, the finance team knows the financial 
risks, the cyber security team knows the cyber-risk.  This means that sometimes no-one is able to see a  
360 -degree view of risk for any given supplier - and therefore no-one is really in a position to assess the 
true risk picture.

The framework recommends that all risks are visible together on a single scorecard which is available to all 
involved in making decisions about Risk.  For example:
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Example 
Assurance Framework Dashboard
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   Pull together a single Dashboard of All Suppliers showing their current level of Impact 
   and Risk, including if unclassified
   Allow segmentation by Supplier Category, Geography, etc.
   Review the Dashboard over time to observe improvements in both coverage and risk levels
   Make this view available to everyone who needs it
   Update the Dashboard when new Impact or Risk Assessments are completed or sourced, 
   or new suppliers are added, removed or become dormant

Crossword Cybersecurity

Rizikon Supplier Assurance Framework and Rizikon Assurance are owned and developed by Crossword 
Cybersecurity PLC - the technology transfer software business that specialises in cyber security and risk 
management.  Rizikon Supplier Assurance Framework consultancy is available from Crossword Consulting 
and our Rizikon Partners. Rizikon Assurance started as a cyber-risk tool based on some initial research by 
City, University of London - but has evolved into general third-party risk management.  Crossword works 
with Universities to create value from their research.

www.crosswordcybersecurity.com

4. Assurance Framework Governance

Ultimately, the Enterprise as a whole needs a big picture of the risk from suppliers and, indeed, all third 
parties. The framework recommends a simple yet powerful view showing how many suppliers are at each 
level of Impact and Risk.  Additionally display how many are unclassified for either Impact or Risk hence 
allowing easy understanding of the context.  For example:
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Our Third party Assurance Services

Third party Assurance Audit – benchmarking the current 
process and making recommendations

Assurance Framework Design – designing and document-
ing your end-to-end approach to managing 
Third-party Assurance & Risk

Rizikon Assurance Implementation – your assessment 
portal, your question sets, your scorecards, your 
suppliers, KPIs and risk visualization

Assurance-as-a-service – outsource all or part of your 
Third-party Assurance process to us or our Partners

For more details see rizikon.io/services

Partners

Rizikon Assurance Partners can provide help 
and guidance around improving your Third 
party Assurance & Risk processes, Imple-
menting Rizikon Assurance, and delivering 
Assurance-as-a-service in specialist areas.  

rizikon.io/ra-partners

Rizikon Assurance

Rizikon Assurance helps organisations to take control of third party risk.  From secure online assessments in 
your own branded portal to 360  risk scorecards to a Dashboard of the risk across all suppliers.  

Built-in Standard Assessments on topics like cybersecurity, GDPR, modern slavery, anti-bribery & corruption 
can be combined with your own tried and tested question sets.  It seamlessly integrates with Creditsafe to 
provide data and credit risk ratings on over 320 Million companies globally; building up a complete view of 
all risks from third parties.

Rizikon Assurance Structure

ASSURANCE
FRAMEWORK
DASHBOARD

THIRD-PARTY
SCORECARDS

ASSURANCE
PORTAL

&ASSESSMENTS
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